Dated: 1 August 2018

INTRODUCTION
Netscribes (India) Private Limited is committed to keeping your personal data private. We shall
process any personal data we collect from you in accordance with the Data Protection
Legislation and the provisions of this Privacy Notice. Please read the following carefully to
understand our views and practices regarding your personal data and how we will treat it.

COLLECTING INFORMATION FROM YOU
Netscribes (India) Private Limited will collect and process information that may consist of your
personal data, which would be required to contact you and communicate our products and
services. Netscribes (India) Private Limited will primarily source data from LinkedIn and
company websites that are publicly accessible. We will screen the job title and the sectors you
operate in, and we may use Google to get further information, if necessary.
Additionally, we will collect and process information that may include your personal data that
you provide us when we will contact you after taking your consent.

THE KIND OF INFORMATION WE HOLD ABOUT YOU
We may collect, store, and use the following categories of personal data about you:
 Personal contact details, such as name, title, addresses, telephone numbers and
personal/business email addresses
 Location of employment or workplace
We do not collect any data related to a child (below 18 years of age).

LAWFUL GROUNDS FOR USING YOUR INFORMATION
We are permitted by legitimate interest or your consent to process the information we collect
from you, which may consist of your personal data, in compliance with the Data Protection
Legislation by relying on one or more of the following lawful grounds:



The processing is necessary for the purpose of a legitimate interest pursued by us.
You have explicitly agreed to us processing such information for a specific reason.

PURPOSES OF PROCESSING
Any personal information submitted to us, together with any other information, material, or
content you have provided (collectively hereinafter referred to as "Data") shall be used primarily
for business development purposes and for the purposes to which they were submitted or
required.

1.

INFORMATION WE PROCESS WITH YOUR CONSENT
Your personal information will be used for providing you customized products and services from
the Netscribes portfolio.
Except where you have consented to our use of your information for a specific purpose, we do
not use your information in any way that would identify you personally.
We will continue to process your information on this basis until you withdraw your consent or it
can be reasonably assumed that your consent no longer exists.
You may withdraw your consent at any time by instructing us at privacy@netscribes.com or by
filling out the data subject consent withdrawal form, which is available under the resource
section of our website https://netscribes.com/resource.

2.

INFORMATION WE PROCESS BECAUSE OF LEGITIMATE INTEREST

When we process your personal information for our legitimate interests, we will consider and
balance any potential impact on you and your rights under data protection and any other
relevant law. Our legitimate business interests do not automatically override your interests —
we will not use your personal data for activities where our interests are overridden by the impact
on you (unless we have your consent or are otherwise required or permitted to by law).

3.

DETAILS OF DATA TRANSFERS OUTSIDE THE EU

We operate globally and may transfer your personal information to our affiliate companies or
third parties in locations around the world for the purposes described in this privacy notice.
Wherever your personal information is transferred, stored, or processed by us, we will take
reasonable steps to safeguard the privacy of your personal information. Additionally, when using
or disclosing personal information transferred from the European Union, we use standard
contract clauses approved by the European Commission, adopt other means under the
European Union law for ensuring adequate safeguards, or obtain your consent.
If we transfer your information outside the European Economic Area under other circumstances,
we will use best endeavors to put in place appropriate safeguards to ensure that your personal
information remains adequately protected.

4.

RETENTION AND DISPOSAL OF DATA AND OUTPUT

We will store the information we collect about you on our systems only for as long as required
for the purposes set out above or as required to comply with any legal obligations or contract
conditions to which we are subject. We will regularly review our files to check that the
information is accurate, up to date, and still required.
We will normally destroy or erase data after 10 years. However, we may retain your information
after you cease to be a customer for longer than this, provided it is necessary for a legal,

regulatory, fraud prevention, or other legitimate business purpose.

5.

STORAGE OF YOUR PERSONAL DATA AND DATA SECURITY

We have put in place appropriate security measures to prevent your personal data from being
accidentally lost, used, or accessed in an unauthorized way; altered; or disclosed. In addition,
we limit access to your personal data to those employees who have a business need to know.
They will process your personal data on our instructions only and are subject to a duty of
confidentiality.
We have put in place procedures to respond to any suspected data security breach and will
notify you and any applicable regulator of a suspected breach where we are legally required to
do so.

6.

RIGHTS OVER YOUR PERSONAL DATA

Under certain circumstances provided by law, you have the right to:
 Be informed about the processing of your personal data, specifically with regard to
purpose, type of data concerned, recipients to whom data is disclosed, storage
periods, any third-party sources from which it was obtained, confirmation on
whether we undertake automated decision-making (including profiling), logic,
significance, and envisaged consequences.
 Object to your personal data being processed for a particular purpose or request
that we stop using your information.
 Request not to be subject to a decision based on automated processing and to
have safeguards put in place if you are being profiled based on your personal
data.
 Ask us to transfer a copy of your personal data to you or to another service
provider or third party where technically feasible and otherwise required by
applicable regulations.
 Withdraw, at any time, any consent that you have previously given to us for using
your personal data.
 Ask us to stop or start sending you marketing messages at any time.
 Request access to your personal data (commonly known as a "data subject
access request"), which enables you to receive a copy of the personal data we
hold about you and to check that we are lawfully processing it.
 Request correction of the personal data that we hold about you. This enables you
to have any incomplete or inaccurate information we hold about you corrected. It is
important that the personal data we hold about you is accurate and current.
Please keep us informed about any change in your personal data during your
working relationship with us.
 Request the erasure of your personal data. This enables you to ask us to delete or
remove personal data where you think we do not have the right to process it.

Any request for access to or a copy of your personal data must be in writing, and we will
endeavor to respond within a reasonable period (within one month, in any event), in compliance
with the Data Protection Legislation. We will provide this information free of charge, unless the
request is manifestly unfounded or excessive. We will comply with our legal obligations as
regards any individual’s rights as a data subject.

CONTACT US


This website is owned and operated by Netscribes (India) Private Limited.



We are registered in India under registration number U72900MH2000PTC126630, and
our registered address is “Office No. 504, 5th Floor, Lodha Supremus, Senapati Bapat
Marg, Lower Parel, Mumbai 400 013, Maharashtra, India.”

You can contact us


by post, at our registered office address provided above;



by email, at privacy@netscribes.com; and



by telephone, using the contact number published on our website from time to time.

Details of the Data Protection Officer
Souvik Banerjee
Data Protection Officer
Netscribes (India) Private Limited
India
Email: DPO@netscribes.com

NOTIFICATION OF CHANGES
If we decide to change our privacy notice, we will post those changes on this page so our users
are always aware of the information we collect and how we use it. If at any point we decide to
use personally identifiable information in a manner different from that stated at the time it was
collected, we will notify users by way of an email. Users will have a choice as to whether or not
we use their information in this different manner. We will use information in accordance with the
privacy policy under which the information was collected.

